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Introduction
10:00 a.m. Eastern

Data Handling Survey

10:05 a.m. Eastern

Discussion

10:15 a.m. Eastern

Potential Clauses - Phase ||

10:20 a.m. Eastern

Discussion
10:30 a.m. Eastern

IT Infrastructure/Capabilities
10:40 a.m. Eastern

Discussion
10:50 a.m. Eastern

4

Adjourn

11:00 a.m. Eastern
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Enable Data ) Data Sharing
Sharing

Enable responsible data sharing to WO rkl ng Group

support energy-specific Al
tool/solution development

Legal Terms \

Collaboratively develop
contractual templates
to facilitate data and
information sharin
based on type of in%o.
shared. Include security
mechanisms
appropriate for data
and information shared

Security Mechanisms |

;; Define appropriate transmittal, < N\~
EN storage requirements. Leverage R
synthetic data, anonymization and | (1R
aggregation options
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Objectives
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Managing Data Sensitivities

You already do this EPRI Data EPRI Comfort with
with EPRI Governance Experience& Artificial
Infrastructure Intelligence
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Data Handling Survey

TN =2 <

* 3. How concerned is yourcombany!organization about sharing each data type with OPAI/EPRI for use in Al

* 4. What contractual clauses or protocols do you consider necessary to facilitate the sharing of each data
type for use in Al applications?

Company/Organization

app“ca[igns? Information
Personally Critical Energy Third Party that could

Identifiable Infrastructure Intellectual prasent

My Information Information  Property owned Antitrust

/4

(PII) - for (CEll) protected by vendors,  Concerns (e.g.,

Company/Organization

does not handle this Some Conecern - High Concern - Custom  Will Mot Share This Research under FERC suppliers, or  pricing, markat T
type of information MNo Concern Standard Agresments  / Negotiated Clauses Data Type Purposes Only regulations e data) type of information

Personally Identifiable L

/ mformatiz:n (PII) - For e

/ energy research O O O O O Disclosure D l:‘ l:‘ D
purposes only Agreements (NDAs)
Critical Energy Data Use Restrictions
Infrastructure (purpose limitation, [] [] [] []
Information (CEII) O O O O O time limits)
protected under FERC
regulations
Third Party
Intellectual Property
owned by vendors, O O O O O 5. 1s your company/organization willing to share preferred or required contract clauses related to data sharing
suppliers, or for Al applications?
contractors
Information That D Any shared clauses will be used only to develop generalized guidance and will not be attributed to any specific
Could Present &==  organization.
Antitrust Concerns O O O O O
(e.g., pricing, market
data) O Yes
EAR99 Rated Export O No
Controlled Information O O O
Part 810 Rated Export () Other (please specify)

O @ o

Controlled Information

Other (please specify)

1

© 2025 Electric Power Research Institute, Inc. All rights reserved.

=2l






Potential Clauses:
Phase |
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Clause ldeas

Foundational and

Administrative

IP, Data Definition &

Ownership

Permitted Uses

Security & Risk

Management

Data Lifecycle

Data Sensitivities

Parties and Purpose

Data Description and
Scope

Permitted Uses and
Restrictions

Data Security
Measures

Data Retention and
Destruction

Confidentiality and
Data Privacy

Governing Law and
Dispute Resolution

Data Ownership and
IP

Data Sensitivity
Specific Restrictions

Nuclear Quality
Assurance (NQA-1)

Data Handling

Personally
Identifiable
Information (PII)

Terms and Third Party IP Export Control — Audit Rights Sensitive Energy

Termination EAR99/CCL and DOE Information (SEI)
Part 810

Other Standard Compliance with Controlled

Clauses Laws and Regulations Unclassified

Information (CUI)

Breach Notification
and Incident
Response
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EPRI IT Infrastructure &
Capabilities
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EPRI DATA SCIENCE PLATFORM | SECURE DATA INGESTION OVERVIEW

i ACCEPTANCE METHODS 11 ‘o " E® » ( INFRASTRUCTURE & COMPLIANCE |
@ — 8 , I_

[ SFTP [Secure Filt—: Transfer Protocol) e . ; ” loT SENSOR DATA PROCESSING
B 05 B | = e R e
SS — x — = | B @
g il __ ._..,} “W* e - B ;n:? é @“%Eﬂ NETWORKS

L] /)
SECURE BULK DATA UPLOAD . . . @ S, Lo L

L ENCRYPTED TRANSFERS Y HANDLES ALL DATA TYPES e \J] _J' 2

i A
HTTPS (Secure Web APIs & Interfaces) PlI ) ( CONFIDENTIAL ‘Eg!@ ﬁ

(Personally Identifiable Info)

|/ 0@ n

- N CELLULAR CONNECTIVITY _ SECURE
-* I L loT CATEWAYS
W . 9 N = 3
oy = ® MICROSOFT AZURE CLOUD SUPPORT
WEB-BASED INGESTION API CONNECTIONS e
TLS/SSL ENCRYPTION PERSONAL DATA PROPRIETARY &

. £ | PROTECTION | | SENSITIVEINFO »Q-d —( COMMERCIAL
' iy
SECURE MESSAGING ., s “ :
(Robust Queues & Integrations) ;[:\pljs" et E'] CUI & ITAR }\:— ":.:f' FED
(Controlled Unclassified Info | Int'l Traffic in Arms Regs) MODER ATE SECURE
5 _ ENVIRONMENTS

9~ oo+ iy - V@-fm‘m °

.

-----

ASYNC DATA STREAMS o SECURE ENVIRONMENTS
EVENT-DRIVEN ARCHITECTURE ) RESTRICTED & REGULATED DATA . - SECURITY FEATURES

(Ask clarifying questions if needed)




ACCEPTANCE METHODS

SFTP (Secure File Transfer Protocol)
= E
- Ed |

SECURE BULK DATA UPLOAD
ENCRYPTED TRANSFERS

[ HTTPS (Secure Web APIs & Interfaces) ]

WEB-BASED INGESTION API CONNECTIONS

TLS/SSL ENCRY PTION)

SECURE MESSAGING . .

[Robust Queues & Integrations) AFIs, etc.)

ASYNC DATA STREAMS
EVENT-DRIVEN ARCHITECTURE

EPRI Data Science at a Glance

HANDLES ALL DATA TYPES

.

\,

Pl

{Personally Identifiable Info)

Q-0 A

e~ k3

PERSONAL DATA
PROTECTION

s N

PROPRIETARY &
SENSITIVE INFO

( CONFIDENTIAL |

I’

CUI & ITAR

(Controlled Unclassified Info | Int'l Traffic in Arms Regs)

RESTRICTED & REGULATED DATA

~

( INFRASTRUCTURE & COMPLIANCE |

loT SENSOR DATA PROCESSING

EPRI-MANAGED
PRIVATE APN
METWORKS

ELLULAR CONNECTIVITY SECURE

loT GATEWAYS

|Ask clarifying questions if needed
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TOGETHER...SHAPING THE FUTURE OF ENERGY®
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